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Executive Summary

SafeGuard Cyber detected a sample of the Echelon malware posted to a cryptocurrency 
discussion Telegram channel in October 2021.

Based on the malware and the manner in which it was posted, SafeGuard Cyber believes that 
is was not part of a coordinated campaign and was simply targeting new or naive users of the 
channel.

The sample of Echelon that we analyzed targets credentials, crypto wallets, and has some 
fingerprinting capabilities.

Background

In October 2021, SafeGuard Cyber detected a credential stealer piece of malware being posted 
in a cryptocurrency trading Telegram channel that we monitor as part of our work with financial 
service customers in the digital currency space. We analyzed and identified the malware sample as 
“Echelon” and reviewed the messages surrounding the post.

Event Analysis

SafeGuard Cyber believes that this was an isolated one-off incident meant to target new 
unsuspecting users of the channel.

	– The handle “Smokes Night” was only used once on the channel and the only post it 
made was to post Echelon.

	– The post did not appear to be a response to any of the surrounding messages in the 
channel.

	– We did not see anyone respond to “Smokes Night” or complain about the file, though 
this does not prove that users of the channel did not get infected.
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Malware Summary

This sample of Echelon was delivered in an .rar file titled “present).rar”. Inside it included 3 files:

	– pass - 123.txt: A Benign text document containing a password
	– DotNetZip.dll: A non-malicious - class library and toolset for manipulating zip files. 
(MD5 Hash:  60CAABBD43235889D64F230617C0E24E)

	– Present.exe: The malicious executable for the Echelon Credential Stealer/ Bitcoin 
Wallet Stealer (MD5 Hash:  F407B3F68D5603C74C810BA16C08EC9D)

An analysis of the malicious executable shows that it contains several anti-analysis features. It 
has 2 anti-debugging functions, which immediately terminate the process if a debugger or other 
malware analysis tools are detected. Additionally, the sample is obfuscated using ConfuserEx 
v1.0.0.

After de-obfuscating the .NET code, we found that the sample performs several crypto wallet 
and credential stealing functions, as well as domain detection and computer fingerprinting. The 
malware will also attempt to take a screenshot of the victim machine. 

The sample attempts to steal credentials from multiple different messaging, FTP, and VPN 
platforms, including: 

	– Discord
	– Edge
	– FileZilla
	– NordVPN

	– OpenVPN
	– Outlook
	– Pidgin
	– ProtonVPN

	– Psi(Jabber)
	– Telegram
	– TotalCommander 

	– Armory
	– AtomicWallet
	– BitcoinCore
	– ByteCoin

	– DashCore
	– Electrum
	– Exodus
	– Ethereum

	– Jaxx
	– LitecoinCore
	– Monero
	– Zcash 

The sample attempts to steal the credentials/data for the following digital currency wallets:

Fortunately, Windows Defender detects and deletes the Present.exe sample and alerts it as 
“#LowFI:HookwowLow”. 
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Detailed Malware Analysis

The first thing to note about this particular sample of Echelon is that it is obfuscated using 
“ConfuserEx v1.0.0”, making analysis of the code impossible without first de-obfuscating the code. 
SafeGuard Cyber was able to analyze the malware by using ConfuserEx Unpacker. The tool can be 
found on Github.

Screenshot of the ConfuserEx v1.0.0 module in the sample

This sample of Echelon also contains anti-debugging methods. While attempting to step through 
the sample, the sample will always break at the same location when it runs a check using the 
RuntimeAssembly .Net library.

After de-obfuscating the assembly, it became easy to understand what techniques and types of 
data this Echelon sample was looking for. This sample uses the  “%USERPROFILE%” variable to 
scrape  the “AppData\\Roaming”, “AppData\\Local\\Temp”, “AppData\\Local” directories for user 
information. Specifically it looks to steal data from these files:

	– “key3.db”,
	– “key4.db”,
	– “cookies.sqlite”,
	– “logins.json”

It will then append all successfully scraped data to files such as “//Passwords_Mozilla.txt” or “//
Cookies_Mozilla.txt”. Additionally, this sample contains large amounts of assembly regarding 
stealing the same data from the Gecko browser as well. 

Screenshot of where the sample breaks
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Directories for the stolen data for the majority of the currency wallets are then created. This 
method is used for most of the digital currency wallets.

Screenshot of the cookie stealer in the sample

This sample also uses the “SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Uninstall” 
registry key to grab the victims system information and then creates a document called 
“programs.txt” in which it stores this data. Some of the data that is grabbed:

	– Running Processes
	– GPU Name
	– Physical Memory
	– Processor Data
	– Operating System Information

Screenshot of the directory creation method
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In addition to currency wallets, this sample also appears to be capable of stealing credentials and 
data from the email client Outlook. To do this, the sample tries to steal this information from the 
“CurrentUser” registry key.

This sample also contains domain detection. This means that the sample will also attempt to steal 
data regarding any domain that the victim has visited. 

Screenshot of the system grab for running processes

(Outlook Stealer RegistryKey Search)
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Echelon also appears to take a screenshot of the primary screen of its victim. This screenshot, as 
shown in some of the above images, is also sent to the C2. 

(Domain Detection)
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While the scraper is performing its functions, the sample will also be creating directories and will 
then begin sorting and storing the stolen data. Here are images of the assembly starting the 
threads for directory creation.

(Screen Capturing)
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(Data Storage Threads Being Initialized)
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(Data Storage Threads Being Initialized Cont.)

After this process is complete, the sample will then begin compressing the data into a .zip format. 
Additionally, during this part of the process, the compressed document is being prepared to be 
sent to a C2.
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(Data Storage Threads Being Initialized Cont.)

(Data POST)

Along with the methods posted in the two previous images, and during the compression 
process, Echelon will be concatenating data from the stolen data into easily readable strings for 
the attacker. This method is detailed in the image below. The image also contains the specific 
platforms and digital currency wallets that this sample targets.
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Looking back at the data POST method, here is what appears to be the C2 that this particular 
sample is trying to connect to. Analysis of the indicator only led to an Apache webpage. Also within 
the assembly is the creation of the webclient.
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(Web Client Creation)

(C2)

Technical Details:

Filename: 
Present).rar

Archived in Parent Archive:
	– pass - 123.txt: Benign - Text document containing a password
	– DotNetZip.dll: Not Malicious - class library and toolset for manipulating zip files. 
(MD5 Hash:  60CAABBD43235889D64F230617C0E24E)

	– Present.exe: Malicious - Credential Stealer/ Bitcoin Wallet Stealer (MD5 Hash:  
F407B3F68D5603C74C810BA16C08EC9D)

Malware Original Name: Echelon.exe

Network traffic:
Calls out to api.ipify.org

The following IP, which is most likely a proxy, was found in the samples .NET decompiled code and 
it appears to be where the sample may be attempting to POST the stolen data to:
168.235.103.57 Port:3128 
Network Credentials = “echelon” , “002700z002700”

IOCs
	– MD5 Hash:  60CAABBD43235889D64F230617C0E24E
	– MD5 Hash:  F407B3F68D5603C74C810BA16C08EC9D
	– IP: 168.235.103.57
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